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Figure : TR 1905-LTE /TR1804-4G BGP with link failover test diagram

TR -1905-LTE BGP with link failover test case:-

Link failover wired-wan and cell configure primary link wired-wan secondary cell.

BGP with failover configure on TR 1905-LTE, Primary wired-wan up BGP session established
via Wan interface with neighbor 172.36.252.69

When Primary wired-wan link status change to down secondary cell get up and BGP session
established with source loopback ( neighbor 172.42.63.81) via cell interface.

Primary link fall-back , then BGP session auto clear via cell interface and established via
wired-wan link.
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++Techroutes TR-1905-LTE Wireless Cellular Router/Modem
usaveD chaGEs: 1
Staws Status
Overview
System
Network
[ Hostname TR1505
Routes SN 650420156A009BF4
Syseniog Firmwiare Version 32191
(TR Ketnel Version 31820
Reboot Log
Local Time Tue Jan 7 17:12.30 2020
Realtime Graphs
VPN Uptime 2h 18m 24s
System Load Average 124,098, 121
Services Port Status - L o] - )
= LANT LANZ LAN3 LAN4  WAN
Logout
Mobile 1
Celiular Status Down(Warking mabile)
1P Address
DNS 1 10,0889
DNS 2 1008892
Cell Modem SLM730_SLM750 (05CB_F601 )
IMEVESN BB38TA041672850
Sim Status SIM Ready
&) TR1905 - Operation Mode x  +
&« Cc @ Not secure | 192.168.1.1/cgi-bin/luci/;stok=1cf577d8741316¢1f295551489330172/admin/network/opermode

+{<Techroutes

NETWORK

TR-1905-LTE Wireless Cellular Router/Modem

Status Operation mode configuration
System ‘You may configure the operation mode suitable for you environment.
Services Operation mode O Bridge mode
All ethernet and wireless interfaces are bridged into a single bridge interface.
Network _
® Gateway mode
Operation Mode The first ethernet port is treated as WAN port. The other ethernet ports and the wireless interface are bridged together and are treated as LAN ports.
Mobile © AP client mode
The wireless ap client interface is treated as WAN port
LAN
Wired WAN Wired-WAN port role  ®  Wired-WAN port acts as WAN
WAN IPVG O Wired-WAN port acts as LAN
Interfaces NAT enable  [J
Wi-Fi
Firewall
Static Routes Save & Apply m
Switch




& TR1905 - General x4
&« C @ Notsecure | 192.168.1.1/cgi-bin/luci/:stok=1cf577d8741316¢1£29b551489330172/admi
Status seneral Sin
System
. Mobile Configuration
Services
Network El sM2
Operation Mode
Enable @
Mobile
LAN Mobile connection | DHCP mode .
Wired WAN
IP Passthiough
WAN IPvE
nterfaces PIN code:
Wi-Fi
Dualing number | *982
Firewall

Static Routes

Switch

DHCP and DNS
Diagnostics

Loopback Interface
Hostnames

Dynanic Routing
Guest LAN(Guest WiFi)
Qos

Load Balancing

Logout

H R Type here to search

APN

Authentication method | PAP

Usemame | Anil@g co

Password | wee

Network Type | automat

MTU

Defaultroute @

etwork/mobile

Using SIM1 only Sim2 disabled

Status

System

Services

Network
Operation Mode
Mobile
LAN
Wired WAN
WAN IPv6
Interfaces
Wi-Fi
Firewall
Static Routes
Switch
DHCP and DNS
Diagnostics
Loopback Interface
Hostnames
Dynamic Routing
Guest LAN(Guest WiFi)
QoS
Load Balancing

Logout

General SIM Switch

SIM1 SIM 2

Enable

Mobile connection

IP Passthrough

PIN code

Dialing number

APN

Authentication method

Network Type

MTU

Default route

Sim switch configuration default:-

Mobile Configuration

DHCP mode

*og#

3gnet

None

automatic

Save & Apply




Status General SIM Switch
System
) Cell Switch Configuration
Services
Network Master SIM | SIM 1 v
o/ tion Modk -
—— Enable SIM switch @
Mobile
LAN
Wired WAN Switch Rules
WAN IPv6 OnTime [
Interfaces On ICMP check
Wi-Fi
On signal strength  [J
Firewall
Static Routes On dial fail  ©J
Switch -
On data limit [
DHCP and DNS
5 Switch to master [
Diagnostics
Loopback Interface
Hostnames
S S
Guest LAN(Guest WiFi)

Interface Wired-wan configuration

Status Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interface

System
INTERFACE.VLAKNR (2.9, eth®.1).
Services
—_—_— Common Configuration
Logout General Setup Advanced Settings Physical Settings Firewall Settings
Status = Uptime: Oh 4m 13s
eth0 2

MAC-Address: 90:22:06:00:8F 5A
RX: 131.90 KB (2265 Pkis )

TX: 154 24 KB (1852 Pkts.)

IPv4: 172 36252 70/30

Protocol Static address v

IPv4 address 172.36.252.70

IPv4 netmask 255 255265 252 v

IPv4 gateway 172.36.252 69

|Pv4 broadcast




Link failover configuration wired-wan and cell (primary link is wired-wan , Secondary is SIM )
When primary link remain up default route via wired-wan meanwhile cell remain down:-

Status Failover Advanced
System
. Failover Configuration
Services
ICMP Check Failover Settings
VRRP Enable ©
Failover
Back To High priority ¢
SNMP
DTU Current interface primary
Modbus
GPS . . .
Primary Configuration
SMS
Primary  Wired_wan v
VPN
DDNS Host1 to ping 10.55.11.69

Connect Radio Module

Host2 to ping
Captive Portal

NMS Ping timeout | 1
WEB Filter
IMax Retries 3
Network
Logout Interval between ping 10
NAT Default v
Secondary Configuration
Secondary Cell_mobile A
Host1 to ping
Host2 to ping
Ping timeout 1
Max Retries 10
Interval between ping 30
NAT Default v
Third Configuration
Third None A
Host1 to ping
Host2 to ping
Ping timeout 1




Firewall

Network Firewall Traffic Rules.
1) Allow All LAN Ports Enable Check Box and Save & Apply.
2) Open ports on router for Telnet (Name: Telnet, Protocol: TCP+UDP, External Port: 23) first need to

click on add button then Save & Apply.
3) Open ports on router for BGP (Name: BGP, Protocol: TCP+UDP, External Port: 179) first need to

click on add button then Save & Apply.
After

reply, destination-unreachable. packet-too-big, time-exceeded, bad-header, unknown-header-type, router-solicitation, neighbour-solicitation, router- Accept

Allow-
ICMPvE-
Input

, time-exceeded, bad-header, unknown-header-type

Allow-
ICMPv6-

Forward

Open ports on router:

Name Protocol External port

BGP TCP+<UDP  * 179 3 Add

New forward rule:

Name Source zone Destination zone

lan v wan v £ Add and edit...

Save & Apply Save

Firewall

Network Firewall Security.

1) Select Allow option from side box SSH access from WAN.
2) Select Allow option from side box Ping from wan to LAN.
3) Tick the box of Enable telnet.



®) TR1905 - Security
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C @ Notsecure | 192.168.1.1/cgi-bin/luci/;stok=1cf577d8741316c1f29b551489330172/admin/network/firewall/security/

Status

System

Services

Network
Operation Mode
Mobile
LAN
Wired WAN
WAN IPv6
Interfaces
Wi-Fi
Firewall
Static Routes
Switch
DHCP and DNS
Diagnostics.
Loopback Interface
Hostnames
Dynamic Routing
Guest LAN(Guest WiFi)
QoS
Load Balancing

Logout

General Settings
System Security
SSH access from WAN

Ping from WAN to LAN

Enable telnet

HTTPS Access

HTTPS port
HTTPS access from WAN

Remote network

HTTP Access

HTTP port
HTTP access from WAN
Remote network

RFC1818 filter

Loopback Interface configuration

Port Forwards

Traffic Rules

Configuration

Allow

Allow

Y

443

Allow

Any IP address

80

Allow

Any IP address

Source NAT

DMZ

Security

MAC Filter

S oo | oo | e |

Network ------------- loopback interface configure loopback IP172.42.63.82/32
) TR1905 - Loopback Interface +
<« C' © Notsecure | 192.168.1.1/cgi-bin/luci/;stok=1cf577d8741316c1f29b551489330172/admin/network/lo
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TWORK

Status
System
Services
Network
Operation Mode
Mobile
LAN
Wired WAN
WAN IPv6
Interfaces
Wi-Fi
Firewall
Static Routes
Switch
DHCP and DNS
Diagnostics

Loopback Interface

TR-1905-LTE Wireless Cellular Router/Modem

Loopback Interface Configuration

IP address

Netmask

IP address 2

Netmask 2

172.42.63.82

255255255255

Sy



Dynamic Routing

Network Dynamic Routing.
1) Tick the box of Enable Zebra.
2) Tick the box of Enable BGP.
3) Save and Apply.

) TR1905 - Dynamic Routing X 4+

C ® Notsecure | 192.168.1.1/cgi-bin/luci/;stok=1cf577d8741316¢1f29b551489330172/admin/

r’j-’]nehmu B TR-1905-LTE Wireless Cellulal

Status Dynamic Routing

System
Zebra

Services
Enable ¥

Network
Password seann &x
Operation Mode
IViobile

HAN OSPF

Wired WAN )
Enable [

WAN IPvE

Interfaces Password saane @

Wi-Fi

Firewall

OSPF6

Static Routes

Enable [
Switch

DHCP and DNS Password [— @
Diagnostics
Loopback Interface

RIP

Hostnames

Dynamic Routing Enable [J




RIP

Enable

Password

RIPng

Enable

Password

BGP

Enable

Password

So oy



Telnet TR 1905-LTE Router via local
LLAN IP.

1) Local Username: router Password: admin! @#.

2) Again Tenet local LAN with BGP port no 2605 and type password zebra.
3) Here can do BGP Configuration via cmd.

&P 19216811 - PuTTY




router bgp 64520

bgp router-id 192.168.1.1

network 192.168.1.0/24

redistribute connected

redistribute static

neighbor 172.36.252.69 remote-as 9730 // neighbor 172.36.252.69 for wired-wan
neighbor 172.36.252.69 ebgp-multihop 6

neighbor 172.42.63.81 remote-as 9730 // neighbor 172.42.63.81 is for cell interface
neighbor 172.42.63.81 ebgp-multihop 5

neighbor 172.42.63.81 update-source lo

neighbor 172.42.63.81 timers 5 15



BGP with primary wired link up and working,
secondary link is down
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Status Routes
. The following [
ARP
vd-Address IAC-Address Interface
la
=
PN Active |Pv4-Routes
System Network Target v4-Gateway Metric Table
Services .
Network -
Logout
1



272 525 i
war 202 62239 194 172.36.252 69 0 mai
) e e :

Active IPvB-Routes
Network Target Source Metric Table
fa ff abi7 /6 ma
et L 256 [
Ia L T K
3 L 256 Io

Case 2:

Down Primary wired-wan link, switch cell and BGP with source loopback via cell interface get up and
BGP session with wired-wan go down :-

Network
Hostname TR1905
Firewall
Routes SN 660420156A009BF4
System Log Firmware Version 32191
Kernel Log
Kernel Version 31829
Rebaot Log
Local Time Tue Jan 7 17:51:21 2020
Realtime Graphs
VPN Uptime: 2h 57m 15s
System Load Average 0.97, 0.60, 0.56
Services Port Status L] 2 LB | L]
LANT LAN2 LAN3 LAN4  WAN
Network
Logout
MoDIeT
Cellular Status Up(Working mobile)
IP Address 10.55.11.68/255 255 255 248
DNS 1 10.0.8.89
DNS 2 100892
Cell Modem SLM730_SLM750 (05C6_F601 )
IMEI/ESN 863879041672950
Sim Status SIM Ready
Strength T.ul 28731 dBm:-58
&
Selected Network Automatic ]
Registered Network Registered on Home network: "IND Airtel”, 7,
Sub Network Type FDD LTE

BGP with cell is up

P Type here to search




£ Type here to search i = — @ £

L Type here to search




& TR - Mobile X +
<« C @® Not secure | 192.168.1.1/cgi-bin/luci/;stok=1cf577d8741316c1f29b551489330172/admin/status/network
System
Selected Network Automatic
Services
Registered Network Registered on Home network: "IND Airtel", 7
Network
Sub Network Type FDD LTE
Logout
Location Area Code TF1
Cell ID 3EBO2
Band 1,400
ICCID 8991000900336877298F
RSRP -78 dBm
RSRQ -6 dB
SINR 30.0dB
MSISDNAMSI 1404100504699603
Connection Status
Port eth1
IPv4 Addr 10.55.11.68/29
DNS 1 10.0.8.89
DNS 2 10.0.8.92
Gateway 10.55.11.69
Uptime Oh 22m 34s
RX 25950 KB (5089 Pkts.)
™> 260.20 KB (5151 Pkts.)

BGP established with SIM via source loopback ,when primary (wired-wan ) link go down

Type here to search




BGP Route with sim
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P Type here to search



